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CAPACITY BUILDING IN THE FIELD OF HIGHER EDUCATION

EUROPEAN EDUCATION AND CULTURE EXECUTIVE AGENCY
ERASMUS-EDU-2025-CBHE




Erasmus+ Project

Development of Innovative Graduate Educational Program in Cyber Security for Digital labor market of Central Asia
(Cyber4CA)



Invitation to Tender for the Supply of Laboratory Equipment under the Cyber4CA Project 
(Uzbekistan)

#Cyber4CA2025



Dear Sir/Madam, 
We kindly invite you to submit your tender documents for the supply of laboratory equipment (see the technical specifications provided in the Annex2) within the framework of the Project “Development of Innovative Graduate Educational Program in Cyber Security for Digital labor market of Central Asia” – (Cyber4CA), funded by the ERASMUS+ Programme of the European Commission. 
When preparing your tender documents, please be guided by the invitation to tender.
Tenders must be submitted in Uzbek and English by email to bekzodmirzoturgunov@gmail.com not later than 10.10.2026 (Tashkent local time).
We kindly ask you to ensure that the tender is signed, stamped, and in the PDF format. An acknowledgement of receipt will be sent to you accordingly. 
In all cases, please add the below reference: #Cyber4CA2025 “Invitation to Tender for development Cyber4CA project website”.


For any additional information, please, contact us only by Email. 

Dr. Bekzod Turgunov
bekzodmirzoturgunov@gmail.com 
Shota Rustaveli St. 2/2.
Tashkent city,
Uzbekistan
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[bookmark: _Toc46151455][bookmark: _Toc46226771]Annex 1: Company Information Sheet
#Cyber4CA2025 “Invitation to Tender for the supply of laboratory equipment for the Cyber4CA Project”
Please, fill in all fields.
	Bidder’s Information

	Company legal name 
	

	Company legal address 
	

	Company E-Mail
	

	Company authorized representative
(name, address, telephone number(s), fax number(s) and 
e-mail address)
	

	Attached are copies of the following documents:
·  A photocopy of the trade name registration papers





Name/Position: ____________________________________________________________________

Signature: ____________________________

Date: _______________________________

Seal

[bookmark: _Toc46226772][bookmark: _Hlk241152327]Annex 2: Equipment Description 

#Cyber4CA2025 “Invitation to Tender for the supply of laboratory equipment for the Cyber4CA Project”

Please, fill in all fields.
	[bookmark: _Hlk240564489]Cyber4CA project LAB: //The table of equipment required for VATAN university

	#
	Required Technical Specifications and Standards
	Quantity

	[bookmark: _Hlk240564460]#1C
	Raspberry Pi 5 Kit: smarthome_PRO Edition
	10 pcs

	1
	Processor: Broadcom BCM2712, quad-core Arm Cortex-A76, 64-bit, running at 2.4 GHz.
GPU: VideoCore VII, supports OpenGL ES 3.1 and Vulkan 1.2.
Memory (RAM): LPDDR4X SDRAM (variants from 1 GB to 16 GB).
Display output: 2 × HDMI 2.0 ports, supports dual 4Kp60 HDR output.
Camera/Display interfaces: 2 × MIPI transceivers (for cameras or displays).
Storage: microSD slot (SDR104 mode), PCIe 2.0 x1 interface (for NVMe SSD or other devices).
Network: Gigabit Ethernet (PoE+ supported), Wi-Fi 802.11ac, Bluetooth 5.0/BLE.
USB ports: 2 × USB 3.0 (5 Gbps), 2 × USB 2.0.
GPIO: Standard 40-pin GPIO header.
Power: 5V/5A via USB-C, Power Delivery supported.
	 

	#2C
	Interactive Flat Panel (Smart Board)
	1 pc

	1
	Screen size: 86" (IPS panel).
Resolution: 3840 × 2160 (UHD 4K).
Brightness: 390 nits (typical).
Contrast ratio: 1200:1.
Viewing angle: 178° × 178°.
Colour depth: 1.07 billion colours.
Touch control: 20-point multi-touch, low parallax, fast response (≈10 ms).
Internal storage: 32 GB eMMC.
Operating system: Android 9.0 (pre-installed), with teaching and writing applications.
	

	#3C
	Hikvision Camera DS-2CD1043G2-I
	2 pcs

	1
	Sensor: 1/3" Progressive Scan CMOS.
Maximum resolution: 2560 × 1440 (4 MP).
Lens: 2.8 mm (FOV: 99° horizontal) or 4 mm (FOV: 76° horizontal), fixed focus, F2.0 aperture.
Shutter and illumination: 1/3 s – 1/100,000 s; minimum illumination 0.01 Lux (colour), 0 Lux (IR mode).
Night mode: IR cut filter, infrared illumination range 30 m, 850 nm wavelength.
Video stream:
1. Main stream: 20 fps (2560×1440), 25 fps (1920×1080 / 1280×720).
Sub stream: 25 fps (1280×720 / 640×480 / 640×360).
	

	#4C
	Hikvision Camera DS-2CD2443G0-IW
	2 pcs

	1
	Sensor: 1/3" Progressive Scan CMOS.
Maximum resolution: 2688 × 1520 (4 MP).
Lens: 2.8 mm (FOV: 98° horizontal, 55° vertical, 114° diagonal) or 4 mm (FOV: 78° horizontal, 42° vertical, 93° diagonal).
Aperture: F1.6, M12 mount.
Infrared illuminator: 850 nm, range 10 m.
· PIR sensor: Human-body detection at 10 m range, 90° horizontal, 80° vertical angle.
	

	#5C
	Hikvision NVR DS-7608NI-K1(B)
	1 pc

	1
	Number of channels: Supports connection of up to 8 IP cameras.
Video input: 8 × IP channels, 80 Mbps incoming bandwidth.
Video output: HDMI and VGA output, maximum 4K (3840 × 2160) resolution.
Video compression: H.265+/H.265/H.264+/H.264.
Storage:
· 1 × SATA interface (supports HDD up to 6 TB).
· NAS (NFS, SMB/CIFS) supported.
· Network interface: 1 × RJ-45 10/100 Mbps Ethernet port.
	 

	#6C
	WD10PURX HDD 1 TB

	1 pc

	1
	Capacity: 1 TB.
Form factor: 3.5".
Interface: SATA III (6 Gb/s).
Cache: 64 MB.
Rotation speed: 5400 RPM (IntelliPower).
· Operating mode: Optimised for 24/7 video recording.
	 

	#7C
	Hikvision DS-3E0310HP-E Hi-PoE Switch

	2 pcs

	1
	Ports:
1. 8 × 10/100 Mbps RJ45 ports (PoE supported).
1. 2 × uplink ports (10/100/1000 Mbps RJ45).
PoE power budget:
1. Standard IEEE 802.3af/at PoE.
1. Hi-PoE (up to 60 W) — e.g. for PTZ cameras.
1. Maximum total power: ≈120 W.
Switching capability: Layer 2 switching, MAC learning, VLAN configuration.
· Forwarding rate: 2.0 Gbps switching capacity.
	 

	#8C
	MikroTik RB4011iGS+RM

	1 pc

	1
	Processor: ARM Cortex A15, quad-core, 1.4 GHz.
Memory (RAM): 1 GB.
Storage: 512 MB NAND.
Ethernet ports: 10 × Gigabit RJ45.
SFP+ port: 1 × 10 Gbps uplink.
Wi-Fi: Not available (cable and SFP connections only).
Additional interfaces:
1. 1 × USB 3.0 port.
1. Console port (RJ45).
Power supply: 24V DC adapter (PoE supported, passive PoE in/out).
· Power consumption: ≈18 W (maximum load).
	 

	#9C
	MikroTik Switch CRS326-24G-2S+RM
	1 pc

	1
	Ethernet ports: 24 × Gigabit RJ45 (10/100/1000 Mbps).
SFP+ ports: 2 × 10 Gbps uplink (optical or DAC cable).
Processor: 98DX3236A1, 800 MHz.
Memory (RAM): 512 MB.
Storage: 16 MB flash.
Operating system: RouterOS (Level 5 licence) and SwOS (user-selectable).
Supported features: VLAN, QoS, ACL, IGMP Snooping, port isolation, mirroring, STP/RSTP, tunnelling, routing (OSPF, BGP, MPLS).
Power supply: AC 100–240V, 50/60 Hz.
	

	#10C
	Ubiquiti UniFi 6 PRO Access Point
	2 pcs

	1
	Wi-Fi standard: 802.11ax (Wi-Fi 6).
Radio: Dual-band (2.4 GHz and 5 GHz).
Maximum speed:
1. 2.4 GHz: 573.5 Mbps.
1. 5 GHz: 4.8 Gbps.
MU-MIMO: 4×4 MIMO (both bands).
Supported clients: 300+ devices can connect simultaneously.
Ethernet ports: 1 × 2.5 GbE RJ45 (PoE supported).
Power: PoE+ (802.3at), maximum consumption ≈13 W.
	

	#11C
	UPS NEO-3KVA RT(H) 1xASP_8RT (6x9AH DTM1209)
	2 pcs

	1
	Rated power: 3 kVA / 2700 W.
Input voltage: 110–300 V AC, 50/60 Hz.
Output voltage: 220/230 V AC ±1% (online mode).
Output waveform: Pure sine wave.
Power factor (PF): 0.9.
Battery module: 1 × ASP_8RT (6 × 9Ah DTM1209 batteries).
Charging time: ≈4–6 hours (full charge).
	

	#12C
	Server Dell PowerEdge R640
	1 pc

	1
	Dell PowerEdge R640 Rack Server (1U, 8 × 2.5" Hot-Plug SAS/SATA Bays), 2 × Intel Xeon Platinum 8180 (28 Cores, 56 Threads, 2.50GHz, up to 3.80GHz Turbo, 38.5MB Cache), 128GB (4 × 32GB) DDR4-2666 ECC Registered RDIMM, Dell PERC H730P RAID Controller, 2 × 480GB Enterprise SAS SSD (RAID 1), 4 × 2.4TB 10K RPM 12Gb/s Enterprise SAS HDD (RAID 10), Dual 750W Hot-Plug Redundant Power Supplies, iDRAC9 Enterprise with Dedicated Management Port, ReadyRails Sliding Rails.
Form factor: 1U rackmount.
Processor: 2 × Intel Xeon Scalable (1st–3rd generation, Platinum/Gold/Silver/Bronze); up to 28 cores per processor.
Memory (RAM): 24 × DIMM slots; up to 3 TB DDR4 (RDIMM/LRDIMM, 2666/2933 MT/s).
Storage:
1. Front bay: 10 × 2.5" SAS/SATA (HDD/SSD) or NVMe.
1. Variant: 8 × 2.5" + 2 × 2.5" NVMe.
1. Maximum capacity: ≈76 TB (configuration dependent).
RAID support: PERC H740P, HBA330 or S140.
Network interfaces: 2 × 10GbE LOM (module dependent); additional NIC/HBA cards via PCIe expansion slots.
Expansion: 3 × PCIe Gen3 slots.
Power supply: Dual hot-plug PSU (495W, 750W or 1100W); redundancy supported.
	

	#13C
	Flipper Zero Microcomputer
	2 pcs

	1
	Processor: STM32WB55RG (ARM Cortex-M4, 64 MHz) + Cortex-M0+ (for the Bluetooth stack).
Memory: 256 KB RAM, 1 MB Flash.
Display: 1.4" monochrome LCD, 128×64 pixels, with backlight.
Dimensions and weight: 100 × 40 × 25 mm, ≈102 g.
Battery: Li-Po 2100 mAh, ≈28 days operating time.
Storage: microSD slot (up to 256 GB, exFAT/FAT32).
USB: USB-C 2.0 (12 Mbps, charging and data transfer).
GPIO: 13 I/O pins, 3.3 V CMOS, 5 V tolerant.
	

	#14C
	STM32 Nucleo-144 Development Board with STM32H743ZI MCU
	8 pcs

	1
	Microcontroller (MCU): STM32H743ZI.
Core:
1. ARM Cortex-M7, 32-bit, 400 MHz.
1. 2 MB Flash memory.
1. 1 MB SRAM.
Form factor: Nucleo-144 (ST Zio connector + Arduino Uno R3 connector).
Debug interface: ST-LINK/V2-1 (on-board debugger/programmer).
Connectivity:
1. USB OTG FS/HS.
1. Ethernet MAC (RMII interface).
1. USART, SPI, I²C, CAN, SDMMC.
GPIO: 144 pins (multi-function, with extended interfaces).
	

	











Annex 3: Commercial Offer
Note: The Company must prepare the commercial offer for the supply of laboratory equipment on its letterhead, clearly showing the company’s complete name and address.
To: The Rector of Vatan University
Prof. Muhammadismoil Maxmudov
Commercial offer for the supply of laboratory equipment within the framework of the project

Development of Innovative Graduate Educational Program in Cyber Security for Digital labor market of Central Asia
(Cyber4CA)
#Cyber4CA2025 “Invitation to Tender for the supply of laboratory equipment – “Development of Innovative Graduate Educational Program in Cyber Security for Digital labor market of Central Asia”
Name of Company ____________________________________________________________
Cyber4CA project laboratory equipment supply

	Item
	Description
	Quantity
(pcs) for 1 University
	Unit Price (sum)
	Total Price per item (sum) for 1 University
	Unit Price (EUR)

	Total Price per item (EUR) for 1 University

	
	
	
	
	
	(24.09.2026) 
(1E = 13471 so’m)

	1
	2
	4
	5
	6
	7
	8

	[bookmark: _Hlk240565383]#1C
	Raspberry Pi 5 Kit: smarthome_PRO Edition
	10
	
	
	
	

	#2C
	Interactive Flat Panel (Smart Board)
	1
	
	
	
	

	#3C
	Hikvision Camera DS-2CD1043G2-I
	2
	
	
	
	

	#4C
	Hikvision Camera DS-2CD2443G0-IW
	2
	
	
	
	

	#5C
	Hikvision NVR DS-7608NI-K1(B)
	1
	
	
	
	

	#6C
	WD10PURX HDD 1 TB

	1
	
	
	
	

	#7C
	Hikvision DS-3E0310HP-E Hi-PoE Switch

	2
	
	
	
	

	#8C
	MikroTik RB4011iGS+RM

	1
	
	
	
	

	#9C
	MikroTik Switch CRS326-24G-2S+RM
	1
	
	
	
	

	#10C
	Ubiquiti UniFi 6 PRO Access Point
	2
	
	
	
	

	#11C
	UPS NEO-3KVA RT(H) 1xASP_8RT (6x9AH DTM1209)
	2
	
	
	
	

	#12C
	Server Dell PowerEdge R640
	1
	
	
	
	

	#13C
	Flipper Zero Microcomputer
	2
	
	
	
	

	#14C
	STM32 Nucleo-144 Development Board with STM32H743ZI MCU
	8
	
	
	
	

	Total Amount (Sum / Euro) excluding VAT
	
	
	
	



Total amount in words: ___________________________________________________________________________

If there is a discrepancy between words and figures, the amount in words shall prevail

Warranty conditions:
___________________________________________________________________________

Delivery conditions:
___________________________________________________________________________

Delivery period:
______ Days from the date of signature of the contract

Name 	
In the capacity of 	
Signed 			
Duly authorized to sign the company for and on behalf of 	
Date 	


Stamp 
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